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AGENDA 
Denver Board of Water Commissioners 

 
Denver Water Administration Building 

1600 West 12th Avenue 
Denver, CO 

Board Room, Third Floor 
 

Wednesday, March 13, 2019 9:00 a.m. 
_________________________________________________________ 

 
 

I. INTRODUCTORY BUSINESS 
 
A. Call to Order and Determination of Quorum 

 
B. Public Comment and Communications 

At this point in the agenda, the Board may allow members of the public to address the Board on any item of 
interest within the jurisdiction of the board, and not on the agenda for action. Speakers wishing to address a 
specific Action Item will be invited to address the board when the item is being considered. Three minutes are 
allowed for each person unless the President determines otherwise. 
 
1. Distributor Communications 
2. Citizen Advisory Committee Communications 

 
C. Ceremonies, Awards and Introductions 

 
D. Legislative Update 
 

II. ACTION ITEMS 
 
A. Consent Items 

Items listed below are considered routine and may be enacted by one motion and vote. If any Board member 
desires discussion beyond explanatory questions, or corrections to the Minutes, the President may order that 
item to be considered in a separate motion and vote. 
 
1. Minutes from February 13, 2019 - Open Session 

2. Minutes from February 27, 2019 - Open Session  

3. Security Guard Services – Contract 503678 
 

4. Third Amendment for Gross Reservoir Expansion Project Design Engineer – Contract 
501750 
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B. Individual Approval Items 
 

1. No Fault Main Break Assistance Program 
Resolution 

 
2. Hazeltine Reservoir – 2019 Material 

Removal - Contract Under Development 

Jason Taussig 
 
 

Ryan Stitt 

10 min. 
 
 
10 min. 

   

III. POLICY MATTERS 
 
A. 2018 Financial Update Angela Bricmont 15 min. 

B. System and Programs Update Angela Bricmont 10 min. 

C. BTMO Annual Strategy Update Virginia Roberts 10 min. 

D. National Western Update Tom Roode 10 min. 

 
IV. EXECUTIVE UPDATE 

 
A. CEO Update 
 
B. CFO Update 
 
C. Operations Update 
 
 

V. BRIEFING PAPERS & REPORTS 
 
A. Briefing Papers 
 

1. Legislative Update 

2. Business Technology Transformation Annual Strategy Update 

B. Reports 
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VI. ADJOURNMENT 

 
 

VII. TRUSTEE MATTERS 
 
 

VIII. EXECUTIVE SESSION 
 

The Board may adjourn the regular meeting and reconvene in executive session on topics 
authorized by D.R.M.C. Sec. 2-34 
 
A. Confidential Report D.R.M.C. Sec. 2-34 
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DENVER BOARD OF WATER COMMISSIONERS 

Meeting Date:  March 13, 2019 Board Item: V-A-2 

Briefing Paper for 
Business Technology Transformation Annual Strategy Update 

_______________________________________________________________________________________________________________ 

Strategic Plan 
Alignment Lenses:   Customer Centric  Industry Leader  Long-Term View 

This effort aligns with the Strong Financials and Excellent Operations 
perspectives of Denver Water’s Strategic Plan as Denver Water seeks to make 
more responsible IT investment choices and lower IT spend to align with industry 
peers.   

Executive 
Summary The first year of Denver Water’s five-year Business Technology Transformation 

produced many successes.  2018 spending targets were achieved, new 
standard work established in various areas yielded immediate results and a plan 
for the first major shift to a service-oriented solution on the BTT Five-Year 
Roadmap was set in motion.  Missed BT Balanced Scorecard targets produced 
valuable information that initiated countermeasures.  Better results against BT 
Balanced Scorecard targets are anticipated in 2019.  We are on track to achieve 
the overall spending reduction target in 2023. 

Background Denver Water contracted the advisory services of Grant Thornton (GT) in 2017 
to assess its IT strategy and benchmark spending against similar organizations.  
GT’s IT Strategy Review recommended several changes aimed at improving the 
efficiency and effectiveness of IT at Denver Water.  Key directives included: a 
business-driven governance model (GT 1.2), gradual reduction of operational IT 
spending (GT 1.3), and a suite of IT Advancement Principles to minimize internal 
software development in favor of external service-oriented solutions (GT 1.1).  A 
Five-Year Roadmap for the Business Technology Transformation (BTT) was 
created using GT’s recommendations across three domains: Governance (GT 
4.0), Organization (GT 3.0) and Technology (GT 2.0).  The contents and 
attachments of this Briefing Paper represent the first recommended BTT Annual 
Strategy Report (GT 4.2). 

Approach This Briefing Paper is organized by the following GT recommendation domains: 
Governance, Organizational Structure and Technology.  Topics in this paper and 
the BTT Five-Year Roadmap will reference relevant GT recommendations by 
their numeric identifiers. 

Governance    Business Technology Balanced Scorecard Results  
Key performance indicators (KPIs) were adopted in 2017 to measure our 
progress against the BTT strategy (GT 4.1).  These KPIs are gathered monthly 
within a BT Balanced Scorecard and are examined by the BTT Value Stream 
Core Team.   The BTTVS Core Team includes: Chief Information Officer, 
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Business Technology Management Office Director, IT Projects Director, Budget 
Manager, and Operations & Maintenance Asset Manager.   
 

 IT Project Performance  
 The IT Project Performance metric is a monthly indicator of budgeted projects 

expected to complete on time and within budget.  The 2018 target was not 
achieved; however, last year’s focus on project governance yielded many 
lessons learned that have been applied to the 2019 governance structure to put 
us back on track. 

 
 The 2018 IT Project Budget finished the year with a -31.6% budget variance. 

The primary drivers of this variance were: solution cost savings, projects not 
completed as planned and projects completed as planned but under budget.  
Additional details can be found in the 2018 YE Performance Review & Financial 
Update. 

 
 Several factors can impact the IT Project Performance metric: prioritization and 

capacity planning, maintaining the appropriate levels of salaried and outsourced 
support staff, maturity of project management practices and reporting, vendor 
performance management, governance of scope changes and external events 
beyond our control.  The governance structure in 2019 includes the following 
mitigation approaches: 

• Project prioritization and capacity planning activities established in 
2018 for Business Technology will be expanded in 2019 to include three 
additional system categories: Operational Technology (OT), 
Cybersecurity and IT Infrastructure.  Resource utilization across IT, 
Procurement and other impacted Divisions will be examined before 
committing to 2020’s budgeted project plan. 

• Monthly project forecasting and health reporting activities have been 
standardized across the IT Division. This information will be provided to 
the Board in the Quarterly Performance Reports.  Early indicators of 
threats to project health are expected through this process, which should 
reduce the risks associated with the exclusion of OT, Cybersecurity and 
IT Infrastructure projects in last year’s capacity planning activities. 

• Scope change decision management has been formalized for 
escalation through the BTMO for evaluation of business case alignment 
and approval by the Executive Oversight Committee (GT 4.5). 

• New vendor management standard work established templates for IT 
managers, guidelines for contract negotiation and a structure for 
evaluating vendor performance. 

 
IT Spend per User / Total IT Spend as a Percent of Revenue 
Two metrics are used to measure progress towards the achievement of a 
gradual reduction in IT spend (GT 1.3).  Both performed better than expected in 
2018.  The IT Spend per User target savings was exceeded by $1,684 per user.   
The target Total IT Spend as a Percent of Revenue was under by 0.6%.  
 
Business Impact Outage Minutes 
The Business Impact Outage Minutes metric measures operational access to 
business technology and operational technology systems used by Denver Water 
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employees and its customers.  The target value represents the IT Division’s 
service level commitment to Denver Water for management of both internal 
systems and vendor performance.  Actual performance fell just short of meeting 
the annual target.  Over 90% of outage time was recorded in the first five months 
of the year.  Deployment issues of 3rd party products and downtime of our 
Software as a Service Vendors were primary root causes of the outages in those 
first five months.  Improvements made to procedures during 3rd party upgrades 
aligned this metric with its monthly target for the remainder of the year. 
 
IT Helpdesk Top Box Satisfaction 
The IT Helpdesk provides day-to-day technology support to employees.  The 
Top Box Satisfaction metric measures employee sentiment through a survey 
conducted immediately after the completion of a Helpdesk support request. The 
2018 target was exceeded for this metric. This suggests the reduction in Client 
Support Service Capacity (GT 3.5) achieved in 2018 did not have an adverse 
impact on DW operations. 
 
Security Defense Maturity Score 
While the Integrated Security Strategy was not addressed in the scope of the GT 
study, it drives decisions regarding ongoing operations and warrants a position 
on the BT Balanced Scorecard.  This metric indicates the maturity of our 
defenses against physical and cybersecurity attacks that could threaten Denver 
Water operations, customer data, or employee privacy.  The initial metric was 
produced by an external assessment performed in 2017 and will be measured 
again in the second quarter of 2019 during the next planned external 
assessment of our physical and cyber-security defense structure and processes.  
Ten projects have been budgeted for 2019 to further address recommendations 
from the 2017 assessment.  These will be included in the Quarterly Performance 
Updates.  

 
Percentage of Projects that Meet or Exceed Planned Benefits 
Denver Water’s end-to-end value management process begins with business 
case prioritization, continues through project execution via project health 
monitoring and ends with value verification after project completion (GT 4.5).  All 
business cases developed through the BTMO include a Value Verification Plan 
that will be used as standard work to close out the value management cycle and 
to calculate this metric.  The first Value Verification Reports (attached) show the 
results of four projects added mid-year in 2018.  These four projects were the 
only ones completed in 2018 that had predetermined Value Verification Plans 
created for them through the BTMO.   
 
One of the four projects verified, a pilot of IT Security Log Aggregation & Incident 
Response software, did not meet all expected benefits.  This resulted in an 
overall missed target for the year.  New technology piloted was successfully 
proven to work for log aggregation, but the original expectation that it would be 
completely implemented across all Denver Water systems during the short pilot 
was infeasible.  This work will occur subsequently in another project budgeted 
for 2019.  The lesson learned to be applied going forward was to keep pilots 
focused on a proof-of-concept, rather than a full implementation.  The pilot also 
demonstrated that the expected benefit of 100% incident response automation 
carries far more risk than is acceptable due to the potential disruption of critical 
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operational systems in the process. While this was counted as a missed 
expectation, the finding has shaped a go-forward approach focused on careful 
selection of automation candidates. 
 
The remaining three projects successfully met their expected benefits.  An easier 
to use replacement software for budget development introduced efficiencies and 
reduced the annual cost of ownership to one-fourth of what it was previously.  A 
replacement tool for email filtering now catches more than twice as much email 
suspected to be malicious.  New software for raw water system modeling has 
already paid for itself more than tenfold with saved hydraulic modeling consultant 
costs. 
 
IT Vendor Management 
This metric provides insight into the performance of Software as a Service 
(SaaS) vendors.  SaaS vendors are now scored in three areas: quality and 
expediency of support when assistance is requested, suitability to BTT strategy 
as defined by the IT Advancement Principles (GT 1.1) and a confirmation that 
the vendor’s product brings value to Denver Water.  The 92% score at year-end 
for thirteen existing SaaS vendors exceeded the target of 90%.  Only one vendor 
is in a yellow status, and escalations are underway to address the concerns. 
 
BTT Five-Year Roadmap & IT Projected Spend Forecasts 
The BTTVS Core Team plans to continue to follow the strategic 
recommendations outlined in the GT IT Strategy Report.  As new learnings 
develop that suggest an adjustment in BT Balanced Scorecard metrics, the 
Information Technology Projected Spend or BTT Five-Year Roadmap, the 
BTTVS Core Team will communicate changes and mitigation tactics to the 
Board through reforecasts against the original BTT Five-Year Roadmap and 
Information Technology Projected Spend.   
 
To that end, the structure of the BTT Five-Year Roadmap has been revised to 
reflect actual and forecasted progress of each GT recommendation against the 
original timeline.  New tasks have been added to reflect annual Budget 
Development & Capacity Planning activities.  While a handful of tasks are 
marked with a red status, most are due to the application of new information 
from learning experiences to original plans and do not threaten the achievement 
of the overall BTT strategy.   
 
The Information Technology Projected Spend (attached) was adjusted to reflect 
recent organizational decisions.  Industrial Control Systems staff from the O&M 
Division were reassigned to IT (+$834K) as well as Human Resource 
Information Systems staff from the HR Division (+$295K).  Costs for Outside 
Printing and Mailing moved from IT to the External Affairs Division (-$1.425M).  
As a result, the long-term IT Division spending target reflecting overall cost 
reduction goals was readjusted to $29.1M.  Projected spend is currently 
expected to achieve the $29.1M target in 2023. 

 
Organizational  
Structure           IT Application & Client Support Services  

Three of the four recommendations for right-sizing organizational staffing to align 
costs with industry peers are complete.  A 67% reduction in baseline capacity for 
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advancement projects (GT 3.1) was achieved through an involuntary Reduction 
in Force (seven positions) in August 2018 and through other employee attrition 
(nine positions) over the past two years. The consolidation of seven IT scrum 
teams into three business-focused IT teams (GT 3.4) is complete.  The work of 
these teams is divided into non-discretionary, project and discretionary 
advancement categories.  Progress on projects will be monitored through 
monthly forecasting and project health reviews. All IT projects over $10K will be 
included in Quarterly Performance Reports in 2019.  Adherence to budget and 
schedule is tracked by the IT Project Performance metric.  
 
A 25% reduction in Client Support Services capacity (GT 3.5) was achieved 
through employee attrition over the past two years.  As discussed above, the 
reduction has not negatively impacted the level of service provided to Denver 
Water employees.  The IT Helpdesk Top-Box Satisfaction performance metric 
will continue to be monitored for stability in this area. 
 
Reduce Infrastructure Support as Service-Oriented Solutions Expand  
The fourth recommendation, a gradual approach to reducing Infrastructure 
support (human and physical), is dependent on the migration of a collection of 
large internally hosted applications to Software as a Service (SaaS) solutions 
(GT 3.2).  The migrations of several of these are on our BTT Five-Year 
Roadmap (2.1.1, 2.1.2, 2.1.4).  Our infrastructure plans must balance the 
migration of existing applications to SaaS with continued growth in other areas.  
Growth is expected in the data stored within internally hosted applications as 
well as in additional business case approved applications not available in SaaS 
alternatives.  Progress against migrating applications to SaaS will be compared 
against current Infrastructure support levels on an annual basis to reforecast our 
expected reductions in future years.      
 
Vendor Management Skillset 
The shift to service-oriented software solutions necessitates the development of 
a vendor management skillset (GT 3.3).  The level of effort to implement this 
recommendation was largely underestimated in the original BTT Five-Year 
Roadmap.  The Vendor Management RIE in May 2018 launched the 
establishment of a Vendor Management Program for Software as a Service 
(SaaS) vendors in alignment with BTT strategy.  Three Vendor Managers and 
thirteen existing SaaS vendors have been identified and are under evaluation.  
The program charter, templates, reports, standard work, metrics and indexes 
have been created and are currently being reviewed.  Common process 
overlaps between the Software Asset Management Flow Cell and Vendor 
Management are undergoing consolidation.  A comprehensive completion plan 
is underway and is projected to wrap-up by mid-year 2019. 

 
Invest in GIS Capabilities, Yet Focus Efforts  
Organizational changes designed to consolidate various groups across the 
organization to focus our use of GIS data and technology are complete (GT 3.6).  
As recommended, the Customer GIS and Water Resources GIS teams were 
consolidated under the Administrative Services GIS team.  A GIS Manager was 
hired in February 2018, who successfully led the effort to clarify roles and 
responsibilities across the organization.  This team serves as a hub for 
centralized prioritization and project management of GIS requests for analytics 
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and business insights across the organization under the executive sponsorship 
of the Chief Administration Officer.  The IT GIS team was consolidated into a 
larger Enterprise Application Management team, and now provides partnership 
support to the Administration Services GIS team by maintaining underlying 
technology and providing accessibility to data within other systems for analytic 
activities. 

 
Technology           Reduce Spend on Business Applications by 30% 

Denver Water’s spend on business applications was benchmarked above its 
industry peers in the GT study.  A multi-faceted approach was recommended 
(GT 2.1), including: application elimination and consolidation, renegotiation of 
licensing costs where possible and replacement of existing solutions with cost-
effective service-oriented solutions.  Business application spending increased by 
4% between 2017 and 2018.  However, a significant portion of that increase is 
attributed to unexpected expenses required to recover from the emergency data 
center replacement.  An adjustment to actuals to remove emergency expenses 
results in a decrease in business application spending of 4.9%.  New standard 
work for the Software Asset Management Flow Cell successfully reduced 
unnecessary expenses driven by over-licensing and unused maintenance 
agreements by ~$500K.  Switching providers for our existing Enterprise Asset 
Management software will begin saving Denver Water ~$270K in 2019.  Even as 
new software continues to be added for good cause over the course of our five-
year transformation, efforts will continue in the direction of the multi-faceted 
approach to identify more opportunities to cut costs in appropriate ways. 
 
Enterprise Resource Planning  
The first specific project on our BTT Five-Year Roadmap for reducing business 
application costs was to replace several disparate applications with a 
consolidated SaaS solution for Human Capital Management and Enterprise 
Finance (2.1.1).  New discoveries in 2018 warranted a shift from GT’s original 
recommendation to the implementation of ADP’s services for both SaaS HCM 
software and business process outsourcing of Payroll and Benefits 
Administration.  This strategic project has the largest individual IT project budget 
in 2019 of $1.7M.  Regular updates will be provided to the Board.   
 
Migrate/Replace Enterprise Asset Management 
An Asset Management Strategy is under development, which will serve as the 
foundation for future standard work.  An enterprise adoption of the new strategy 
is tentatively scheduled for 2020, which will inform subsequent market research 
in 2021 to identify potential SaaS replacements for our current enterprise asset 
and work management systems (GT 2.1.2). 
 
Software Asset Management 
While this roadmap task is marked as red due to its extended duration, the 
results thus far have yielded immediate progress towards the goal of reducing 
spend on business applications as discussed above.  Software Asset 
Management Flow Cell standard work was put in place to limit risk in contractual 
terms and to reduce IT application costs by identifying unused entitlements and 
opportunities to consolidate applications with similar functionalities (GT 2.1.5).  A 
Rapid Improvement Event held in December 2018 introduced changes to 
standard work created earlier in March to incorporate new learnings into our 
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process.  A 120-day lead time for renewals allows the Office of General Council 
adequate time to negotiate unfavorable contract terms.  IT and OGC agreed to a 
risk and monetarily driven review process in the near term to achieve the 120-
day cycle through May 2019.  Progress on this initiative was at 90% completion 
before December’s RIE; however, the value-added revisions have necessitated 
a restart.   
 
Industrial Control Systems – Continue to Invest 
The IT ICS section created a governance plan (GT 2.1.3) in 2018, in cooperation 
with all System & Program Managers, that prioritizes and schedules ICS 
advancement and upgrade work in accordance with stakeholder needs and 
direction. This plan is broken down into a two-tier iteration concept to allow for 
changes and unexpected needs to be taken into consideration between each 
iteration. All stakeholders are kept informed of current demand and capacity 
across all ICS disciplines and workgroups by dedicated dashboards and monthly 
face-to-face meetings. After the first iteration, each stakeholder expressed a high 
level of confidence in the value of this governance process. The focus for 2019 
will be to continue utilizing this structure for decision-making and resource 
allocation planning.   
 
Modular Primary Data Center Build 
Despite unexpected setbacks (specifically, the cooling system failure and the 
relocation of underground water pipes), this roadmap task is on track to 
complete prior to the move to the new Administration Building later this year.  
The creation of a new modular primary data center onsite in conjunction with the 
move to our new Administration Building was found to be equivalent in cost to 
moving to a fully hosted solution (GT 2.2).  The modularity enables an ability to 
gradually scale down if net reductions in required capacity occur in future years.  
Progress on this complicated project will be made available to the Board within 
the Quarterly Performance Reports. 
 
Evaluate Moving Disaster Recovery Site to Hosted Solution  
Denver Water’s secondary data center enables the continuity of business 
operations in the event the primary data center is disabled by a disaster.  The 
BTT Five-Year Roadmap allocates time in 2022 to evaluate the cost and security 
of moving the secondary data center to another vendor-based solution including 
hosted, managed and fully-outsourced options (GT 2.3). 

 
Owner(s) Julie Anderson, Chief of Staff – Manager & Staff 

Chris Dermody, Chief Information Officer – Information Technology 
 Virginia Roberts, BTMO Director – Manager & Staff  
 
Attachments Several documents mentioned in this paper have been attached. 

• Denver Water Business Technology Balanced Scorecard 2018 
• Business Technology Transformation Five-Year Roadmap Status Report 
• Information Technology Projected Spend 
• 2018 Value verification Reports 
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